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TEST Magazine is a bi-monthly publication 
that looks at the processes, technologies, 
strategies, and opinions surrounding the 
software testing and quality assurance 
market. Since inception TEST Magazine has 
listened intently to the market and responded 
accordingly by consistently publishing a 
non-technical journal that provides high 
quality business lead editorial that helps the 
magazines 12,000 readers form new thinking 
and identify solutions to invariably complex 
issues. Coupled with a strong news based 
supporting website (www.testmagazine.
co.uk) TEST Magazine has grown to become 
a key source of information for thousands of 
professionals within the software testing and 
quality management arena.

By adopting an uncomplicated and fresh 
approach both TEST Magazine & TEST 
Online are gratefully received by those key 
professionals at the sharp end but also, and 
due to the wider editorial stance on process, 
change, and implementation, the title is 
sought after by the individuals responsible for 
business management and direction.  

With an unparalleled circulation of some 
12,000 professionals from across the EU TEST 
Magazine is not only a respected route to 
market for advertisers but it is a ‘must-read’ 
for any professional aligned with this 
burgeoning sector.

TEST Magazine is a publication that always 
aims to give a true refl ection of the issues 
affecting the software testing market. What 
this means is that the content is challenging 
but informative, pragmatic yet inspirational 
and includes, but is not limited to:

• In-depth thought leadership articles
• Customer case studies
• News articles
• Cutting edge opinion pieces
• Best practice and strategy articles

Authored by some of the leading lights in the 
software testing, software development, and 
IT industries TEST Magazine has regular sections 
covering: test automation; agile testing; 
testing methodologies; effective unit testing; 
testing web services and SOAs; security & 
code analysis; confi guration management; 
and application profi ling, to name but a few.

TEST Magazine aims to reveal the crucial 
nature of the work undertaken by testing 
professionals in the modern business 
environment, highlighting the danger of 
insuffi cient testing while promoting the 
benefi ts of a structured approach that utilizes 
all the latest techniques and tools. 

At TEST Magazine our mission is to highlight 
and raise the profi le of software testing while 
at the same time staying one step ahead of 
change and bringing cutting edge content 
to each reader.
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Asking another 

developer to 

spend a few hours 

reviewing some 

code might well 

detect more defects 

than the equivalent 

time spent in testing. 

We also need to 

test the system 

with people who 

might represent 

typical customers 

and assess their 

experience.  

 www.testmagazine.co.uk
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Java, and RSpec for Ruby. There is an 

investment in defining the tests but 

the benefits of well-defined and easily 

repeatable tests are considerable.

As this is a web-based system – 

maybe on a tablet as well – then 

suitable behaviour testing systems 

should also be used. For checking out 

the navigation of a web page tools 

such as Cucumber, for describing 

user stories, are very useful. Coupled 

with browser simulation tools, such as 

Capybara or Webrat, test sets involving 

data entry and user interaction with 

web pages can be simulated and will 

save a lot of time compared to manual 

testing. They can also be reliably 

repeated to aid in regression testing.

People are also very important in 

testing. Walkthroughs of features 

with other developers can identify 

design defects at an early stage when 

they are still easy (and cheap) to fix. 

Asking another developer to spend 

a few hours reviewing some code 

might well detect more defects than 

the equivalent time spent in testing. 

We also need to test the system with 

people who might represent typical 

customers and assess their experience 

– this can be very revealing.

Finally, if all tests pass – we may be 

ready to deliver and install with the 

client. Even then it is best to run the 

new system including the app 

alongside the old system for a time, just 

to make sure that everything still works 

in a real word environment.

Acknowledgement – Chris Murray, 

epiGenesys, for helpful comments on 

a draft.
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Let’s start afresh
The first decision is about the database. 

Should they upgrade the main 

database with the latest version of the 

DBMS? This is a decision that should 

not be taken lightly – there are pros 

and cons. If it is updated then it needs 

to be rigorously tested using all the 

application features. Probably the 

best thing is to run it in parallel with the 

original system to see that there are no 

nasty surprises.

The developers need to take a 

full copy of the original database 

for their own testing purposes. If any 

of the data is too sensitive to be 

released to the developers then it 

needs to be replaced with test data 

of a similar volume and complexity. 

Also, the test data needs to include 

examples of invalid data that may 

be present in the original database, 

but perhaps the new app will in 

future prevent through more rigorous 

input validation.

Now we need to think about the 

design of the app and in particular how 

the customers will be able to achieve 

their objectives. We need to articulate 

the business processes involved and 

check these against the business 

processes in the original system. These 

may not be the same but they should 

be related so that customers do not 

find themselves in difficulties – perhaps 

some critical aspect of the transaction 

has been left out or is incomplete. A 

good way to do this is to think about 

the different screens and how these 

provide the mechanisms for each part 

of the business process/transaction and 

how these are then related to provide 

the workflow that represents 

a complete transaction process.

At this point we need to define the 

specific functions involved AND WRITE 

DOWN A FULL SET OF TESTS for these 

functions. As yet we have no code 

written but we know what it has to do 

and how we will assure ourselves that 

it will do it.

Coding and testing
Now we come to the coding, we 

choose a key screen – maybe the 

log on screen where customers are 

faced with a number of choices – e.g. 

new customer, returning customer 

etc. The functions relating to these are 

then written. There is a lot of empirical 

evidence that pair programming 

will be more productive with fewer 

mistakes and more shared knowledge 

about the architecture and progress 

of the app. When a function is 

implemented then it is connected to 

the full database and tested using the 

test sets previously defined. At this stage 

we should also run some of the tests 

that we used for the original database.

Now we turn to another screen or key 

function and implement that. Here we 

carry out the same process, testing the 

new function fully and then integrating 

it to the system. In this way we build 

a working system in increments – we 

know it works and we therefore have 

much more confidence about the 

state of progress and the likelihood of 

meeting the delivery date.

In terms of testing such systems it is 

clearly valuable to use automated test 

sets. Many unit test tools are available, 

such as SimpleTest for PHP, JUnit for 

He has been 

teaching 

practical software 

engineering for 25 

years. He adopted 

Agile development – 

specifically Extreme 

Programming in 2000 

and has carried out 

empirical research 

into the benefits of 

this new approach. 

Asking another 

developer to 

spend a few hours 

reviewing some 

Java, and RSpec for Ruby. There is an 

investment in defining the tests but 

the benefits of well-defined and easily 

repeatable tests are considerable.

As this is a web-based system – 

maybe on a tablet as well – then 

suitable behaviour testing systems 

should also be used. For checking out 

the navigation of a web page tools 

such as Cucumber, for describing 

user stories, are very useful. Coupled 

with browser simulation tools, such as 

Capybara or Webrat, test sets involving 

data entry and user interaction with data entry and user interaction with 

web pages can be simulated and will 

save a lot of time compared to manual 

testing. They can also be reliably 

repeated to aid in regression testing.

People are also very important in 

testing. Walkthroughs of features 

with other developers can identify 

design defects at an early stage when 

they are still easy (and cheap) to fix. 

Asking another developer to spend 

a few hours reviewing some code 

might well detect more defects than 

the equivalent time spent in testing. 
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Let’s start afresh
The first decision is about the database. 

Should they upgrade the main 

database with the latest version of the 

DBMS? This is a decision that should 

not be taken lightly – there are pros 

and cons. If it is updated then it needs 

to be rigorously tested using all the 

application features. Probably the 

best thing is to run it in parallel with the 

original system to see that there are no 

nasty surprises.

The developers need to take a 

full copy of the original database 

for their own testing purposes. If any 

of the data is too sensitive to be 

released to the developers then it 

needs to be replaced with test data 

of a similar volume and complexity. 

Also, the test data needs to include 

examples of invalid data that may 

be present in the original database, 

but perhaps the new app will in 

future prevent through more rigorous 

input validation.

Now we need to think about the 

the workflow that represents 

a complete transaction process.

At this point we need to define the 

specific functions involved AND WRITE 

DOWN A FULL SET OF TESTS for these 

functions. As yet we have no code 

written but we know what it has to do 

and how we will assure ourselves that 

it will do it.

Coding and testing
Now we come to the coding, we 

choose a key screen – maybe the 

log on screen where customers are 

faced with a number of choices – e.g. 

new customer, returning customer 

etc. The functions relating to these are 

then written. There is a lot of empirical 

evidence that pair programming 

will be more productive with fewer 

mistakes and more shared knowledge 

about the architecture and progress 

of the app. When a function is 
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You don’t just have to test the app, says Professor Mike Holcombe  

of the University of Sheffield, you have to test how it fits into the  

whole system and how users will interact with it

No app is an island 
– entire of itself

6 | Cover story

T
he hand-over went well 

with the client very much 

liking the app, especially 

the interface. The app 

went live a few days later. After a 

couple of hours we were getting 

reports of problems, users of the 

app found that it kept crashing. 

The support phone lines were 

buzzing – lots of queries about 

problems users were having, 

what to do under different 

conditions, not being able to see 

the results of their transactions 

and so on. It got worse. Other 

users of the main system found 

that they were locked out and 

some data seemed to be getting 

lost, and this got so bad that the 

client decided to turn off the 

system and reinstate the original 

software that was in use before 

the new app was delivered. So, 

what had happened during the 

development of the app?  

What went wrong?
The client was a wholesaler who had 

previously dealt with customers over 

the telephone. The new app was 

 www.testmagazine.co.uk
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Now we need to 

think about the 

design of the app 

and in particular 

how the customers 

will be able to 

achieve their 

objectives. We  

need to articulate 

the business 

processes involved 

and check these 

against the business 

processes in the 

original system.  

an e-commerce version of the sales 

system and needed to interface with 

the company’s main database. The 

failure of this project led to a post 

mortem with the suppliers and some 

experts on testing. This looked at what 

testing was done during the project. To 

cut a long story short the lessons from 

this failed project can be summarised 

first in what was not done and then 

what should have been done.

The developers were given the 

current data model by the client. They 

implemented this in the latest version 

of the DBMS (database management 

system) being used by the client 

company – however the company was 

using an older version. The developers 

populated the database with some 

of their own artificial data – but it 

only consisted of a few records. The 

developers each took a different 

aspect of the app and developed the 

code. They then integrated the code 

and carried out some tests, using a 

small selection of the basic data users 

would typically use. The system was 

then delivered and combined with the 

existing system. A brief user manual 

accompanied it.
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Web 3 will certainly 
change things. 
New technology 
means new testing 
strategies and new 
problems; there are 
definitely exciting 
times ahead. There 
will be a big drive for 
mobile too. It is still 
in its early stages for 
a lot of companies. 
Some of the bigger 
brands are really 
starting to use 
mobile technologies 
for marketing, but 
it hasn’t reached 
maturity yet. 
The competition 
between the three 
major mobile 
operating systems 
has already 
changed the way 
we use our mobiles 
and interact with 
each other. This is 
only going to grow 
and will drive a lot  
of development  
and a lot of exciting 
new products.
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TEST editor Matt Bailey discusses the business of testing with  
Nic Godall an experienced tester working in the digital marketing sector.

A positive mindset

Nic Goodall is QA 
manager at digital 
marketing agency, 
Agency Republic. The 

company lives and dies on the 
quality, usability and cutting 
edge slickness of the digital 
marketing aids it creates for its list 
of famous brand name clients. 

Clearly in a fast-moving and dynamic 
sector like digital marketing there 
is no room for glitches, bugs and 
other embarrassing and potentially 
financially damaging coding errors 
and user interface problems.

TEST editor Matt Bailey asked Nic 
Goodall some business-focussed 
questions about the company’s 
approach to software quality.

TEST: What does your company do  
and what, if anything is its unique 
selling point in the testing world?
Nic Goodall: Agency Republic is a 
specialist in web-based marketing. Our 
offering covers creative, planning and 
media strategy. We make big ideas 
come to life as online ads, microsites, 
websites, interactive content, viral 
clips, applications, emails and mobile 
comms. Along the way we’ve also 
made an interactive shop front, TV and 
cinema executions and press ads. I am 

the QA manager, so I am responsible 
for all of these things being bug free 
and easy to use.

TEST: What value does the  
software testing function add  
in your organisation?
NG: Software testing has become 
much more prevalent over the last 
three to four years since the recession 
has really started to bite. Online 
marketing has really taken a front seat 
– for obvious financial reasons – and 
other marketing methods plus the rise 
of social media have driven a lot of 
advertising budgets into the digital 
arena. Most brands are now pushing 
towards the web.

In this environment, quality has to be 
the highest priority, if anything goes 
down it’s instantly visible. But even with 
this crucial role, in the media industry as 
a whole, testing is still often treated like 
an unwanted child or an afterthought, 
and the digital media sector is even 
more guilty of this – they don’t realise 
the impact of poor quality on brands.

Most media agencies are fairly small. 
There are a couple of big ones that use 
high end testing tools but most don’t 
have the budget so they tend to use 
of off the shelf solutions. The business 
case for more investment in testing is 

often difficult to get across. I’ve been 
at a few agencies and it’s always 
a problem, but the proof is in the 
pudding, it’s a case of maximising the 
KPIs and delivering above and beyond 
what the org needs. We need to start 
educating about the benefits  
of QA and testing and how they are  
a key way of driving quality.

By sending emails out highlighting 
new testing technologies that may 
benefit the agency and slowly and 
surely we are getting the message 
across. OK, testing is expensive, but the 
consequences of not testing are even 
more damaging. We have to show 
that testing is good value. We have to 
make the case for quality. I try to use 
the examples to highlight where te 
sting could have improved processes 
and show how the results would have 
improved going forward. In previous 
jobs it has taken me ages to change 
the ingrained mindset but this has 
changed a lot over the past year and  
is improving everyday. Of course for  
me it’s second nature, a no brainer  
but for some...

Many places still don’t have testers 
and in digital media the developers 
are having to think a lot more out of 
the box. Many smaller developers 
have only just woken up to testing and 
perhaps the developers are doing it  
all themselves. They tend to miss a lot 
and they have had to change!

TEST: How is the current economic 
climate affecting your business –  
if at all? What are the challenges  
and the opportunities?
NG: Outsourcing has its pros and cons, 
and many outsource companies’ 
services are too basic for what is 
actually needed. There are some 
outsource companies – Applabs 
for one – that are forging closer 
relationships with their clients however. 
But people are looking for cheaper 
ways to do things and offshoring and 
automation make good sense in 
certain circumstances.

Automation can provide a cheaper 
and faster solution, but most people 
don’t understand the intricacies 
of implementing and maintaining 
automated tools. You really have to 
keep on top of it.

Crowd sourcing/testing may provide 
another solution if budgets are 
shrinking, but in my opinion smaller 
test teams are easier to handle and 
you can deal with the guys on a one 
to one basis. For me this is the best 
way forward for the next few years. 
It has to be at the right price though. 

Outsourcing is far more expensive 
than many people realise and good 
functional testers in digital media are 
hard to find. Perhaps because of the 
nature of the work being fast paced 
and not conforming to everyday 
testing structures.

TEST: What technologies are having an 
impact on what you do? How has the 
IT world changed recently? Are things 
like Web 3.0, the cloud, virtualisation 
etc having an effect?
NG: Web 3 will certainly change t 
hings. New technology means new 
testing strategies and new problems; 
there are definitely exciting times 
ahead. There will be a big drive for 
mobile too. It is still in its early stages 
for a lot of companies. Some of the 
bigger brands are really starting to use 
mobile technologies for marketing, 
but it hasn’t reached maturity yet. The 
competition between the three major 
mobile operating systems has already 
changed the way we use our mobiles 
and interact with each other. This is only 
going to grow and will drive a lot of 
development and a lot of exciting  
new products.

Coupled with how Social media is 
shaping things at the moment, the 
interaction between the customer and 
the company is changing radically. 
If an advert goes ‘viral’ it really does 
change things fundamentally, and this 
will have an impact on testing.

The cloud is still an unknown entity  
to many people and security is a major 
issue but it’s only going to improve  
get better as understanding and 
utilisation increase.

It is already having a massive impact 
on testing, if not actually on the way 
we test. We now use a lot of cloud-
based servers, they give a much more 
effective way of managing websites – 
with virtual servers – they are more cost 
effective. Before we needed to have 
the full range of platforms physically 
available to test on, but now we can 
set the platform up virtually on the 
cloud in minutes. This is a major benefit. 

TEST: How is testing perceived  
in the business?
NG: While it is still crucial to get more 
people to understand and value of 
testing, there is a better appreciation 
of what we are doing now, people are 
much more open and engage and ask 
questions. There is a positive mindset 
about testing at the moment. 

TEST: Nic Goodall, thank you  
very much.
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Risk-based testing | 29 28 | Risk-based testing

The use of RBT by 
individual testers to 
manage their own 
testing is certainly a 
valid application of 
the approach, but 
its potential at the 
level of deciding 
test strategy for the 
complete project is 
even more powerful. 
At this level RBT is 
used to decide and 
justify which test 
phases to use (or 
not) and to define 
test completion 
criteria for each of 
these phases, thus 
addressing higher 
level risks.

Risk-based testing (RBT) has been around for over 20 years, and accepted 
as a mainstream approach for over half that time, now being an integral 
part of popular certification schemes, such as ISTQB, and the basis of the 
new international software testing standard, ISO/IEC 29119, Stuart Reid, CTO 
of Testing Solutions Group highlights the obstacles to effectively implementing 
RBT and suggests means of addressing them.

The fi ve challenges 
to risk-based testing 

We all use risk on a 
day-to-day basis in 
our daily lives (eg. 
‘should I walk the 

extra 50 metres to the pedestrian 
crossing or save time and cross 
here?’) and similarly many 
businesses are based on the 
management of risk, perhaps 
most obviously those working 
in fi nance, such as banks and 
insurance companies. Despite 
this, and the fact that risk-based 
testing (RBT) is not a complex 
approach in theory, it is still rare 
to see RBT being applied as 
successfully as it could be. 

RBT in a nutshell
Before considering the obstacles, 
let’s first briefly describe the principles 
behind RBT. Risk analysis is used to 
identify and score risks, so that the 
perceived risks in the delivered system 
(and to the development of this system) 
can be prioritised and categorised. The 
prioritisation is used to determine the 
order of testing (higher priority risks are 
addressed earlier), while the category 
of risk is used to decide the most 
appropriate forms of testing to perform 
(eg, which test phases, test techniques, 
and test completion criteria to use). 

A valuable side-effect of using this 
approach is that at any point the risk of 
delivery can be simply communicated 
as the outstanding (untested) risks. The 
results of performing testing against 
perceived risks and also the evolving 
business situation will naturally change 
the risk landscape over time thus 
requiring RBT to be considered as an 
ongoing activity. It is best practice to 
involve as wide a range of stakeholders 
as possible in these activities to 
ensure that as many risks as possible 
are considered and their respective 
treatments (or not – we may decide to 
not address some risks) are agreed.

RBT Challenge 1 – 
RBT should work 
at all test levels
Many test managers are initially 
introduced to RBT as testers and use 
it to prioritise and target their testing 
within a certain test phase, often 
system testing. The use of RBT by 
individual testers to manage their own 
testing is certainly a valid application 
of the approach, but its potential at 
the level of deciding test strategy for 
the complete project is even more 
powerful. At this level RBT is used to 
decide and justify which test phases 
to use (or not) and to define test 
completion criteria for each of 
these phases, thus addressing higher 
level risks.

The use of RBT at even higher levels 
should not be ignored. It is also 
worthwhile identifying risks that apply 
across the whole programme or 
organisation and determining means 
of mitigating these risks via testing. 
Such an approach can lead to the 
mitigation of risks through the definition 
of an organisational test policy and 
an organisational test strategy that 
will define guidelines for testing across 
the whole organisation. One obvious 
way of ensuring RBT is used at all 
levels is to mandate its use in the 
organisational test policy, or if there 
is no test policy, include requirements 
for the use of RBT in the organisational 
test strategy.

RBT Challenge 2 – RBT 
should address testing 
across the whole life cycle
As a test manager, when writing the 
Project Test Plan there is a temptation 
to only include those testing activities 
that you control directly. The Project 
Test Plan, however, needs to address 
all the testing performed across the 
whole life cycle whether it is carried 
out by testers or developers (or any 
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Imagine a house that has 
a bug problem. Every now 
and then, an exterminator 
shows up to help you get 

rid of certain bugs, but the bug 
problem remains since the 
exterminator targets only one 
particular critter. Any other kind 
of nuisance is left untouched.

There are bugs in the software. It is in 
the nature of software development 
process: unwanted features end up in 
the implementation without anyone 
knowing they are there. These features 
may not all be harmful, sometimes 
they can even prove to be useful. 
Still, a vast majority of the undesired 
features are seen as bugs. In the worst 
case these weaknesses cripple the 
robustness of the software or manifest 
themselves as exploitable vulnerabilities 
that hackers can make use of to 
compromise systems.

We know about some vulnerabilities 
and can get rid of them. Databases 
typically list thousands and thousands 
of them, often with patches which 
administrators can use to fix their 
systems if they find out they are 
impacted. In fact, it is fairly easy to 

protect the systems against known 
vulnerabilities. Just install all the latest 
patches and you should be safe.

Unknown vulnerabilities are a 
completely different matter. Unknown 
vulnerabilities are the bugs that the 
exterminators (the security experts) do 
not know to target. They are not listed 
anywhere, and there are no patches or 
workarounds available to protect the 
infected systems. These vulnerabilities 
are not detected by security 
scanners, because they can only find 
vulnerabilities that have already been 
reported. This means, that reactive 
security tools such as anti-virus products 
and intrusion detection systems cannot 
detect if those weaknesses are being 
exploited. The traditional security 
measures have no insecticide against 
unknown bugs.

Unknown vulnerabilities are 
found by thorough testing
“Don’t worry! Your testing team can 
help you!”, is what you should be saying 
to your security architects. Finding 
the unknown vulnerabilities can be 
a challenge, especially if you do not 
even know what you are looking for. 

For quality assurance people, security-related bugs have become a new 
challenge. Most organisations require some type of security testing from their 
development teams, but it is often left for the testers to choose which one. In 
this article Miia Vuontisjärvi and Ari Takanen of Finish security test specialist 
Codenomicon explore the area of security testing from both a vulnerability 
management perspective, and by examining some of the most common 
testing techniques in use today.

Banishing security 
bugs – the power 
of fuzzing
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However, with the help of systematic 
test automation techniques those 
nasty bugs in hiding can be found. 
A technique called fuzz testing has 
proven to be the most efficient method 
for the job. 

What security people call fuzzing 
is known as syntax testing, grammar 
testing, fault injection, robustness 
testing or sometimes even mutation 
testing to us quality assurance 
specialists. To find unknown security 
related bugs, you need to go through 
the syntax and semantics of software 
communications and expose 
the software to systematic set of 
unexpected inputs.

For the people in your IT team, fuzzing 
might be a new technology, but for 
testing professionals it is not really 
anything new. Curious? Read on to 
learn how you can easily integrate 
fuzzing into your own verification and 
validation process.

Fuzz testing: 
Go hack yourself!
In fuzzing, unexpected data in the 
form of modified protocol messages 
and message sequences is fed as 
inputs to the system under test (SUT), 
and the behaviour of the system is 
monitored with various instrumentation 
techniques. If the system fails for 
example by crashing or by failing 
built-in code assertions, then there 
is an exploitable vulnerability in the 
software. Because fuzzers do not 
focus on finding a specific set of known 
vulnerabilities, but rather look for new 
instances of typical problems, 
they can also discover previously 
unknown vulnerabilities.

Fuzzing is also used by hackers 
to find unknown vulnerabilities for 
which they can then create exploits. 
Based on recent studies, all hacker-
found zero-day threats were found 
by using different fuzzing techniques. 
By hacking your own software 
instead of waiting for someone 
else to hack it, preferably before it 
is even released, you can protect 
your systems from zero-day threats 
before it is attacked.

Building and using fuzzers
In order to create fuzz tests, you first 
need to understand message structure 
and sequences. Only then do you have 
the knowledge needed to make subtle 
but decisive changes, which turn valid 
messages into robustness tests.

In fuzz testing, you have to be 
capable of first creating valid message 

structures and message sequences, 
and then altering these to form nearly-
valid messages that systematically 
anomalise some parts of the 
information exchange to test the 
target system for robustness.

A communication protocol is a 
formal system defining the digital 
message formats and rules describing 
the exchange of messages. A 
protocol model consists of a formal 
syntax, which is used to both create 
valid messages and to confirm the 
validity of messages created by others. 
It can also be used to create and 
validate sequences consisting 
of several messages.

Fuzzing tools use protocol models 
to form a structure of a protocol. 
The models that fuzzing tools use 
are typically variants of industry 
standard protocol description 
languages, so we will start by 
explaining these standards.

Augmented Backus-Naur Form: 
The ‘Backus-Naur Form’ is a popular 
method for describing individual 
messages. An extension to BNF, which 
can also contain message exchange 
descriptions, is the ‘Augmented BNF’', 
or ABNF.

ASN.1 : Another common format 
used in fuzzing is the standard 
Abstract Syntax Notation One (ASN.1). 
Due to its complexity, it is primarily 
used to describe protocols whose 
specifications were originally written 
using ASN.1.

XML/Schema: For testing any interfaces 
that use the XML specification format, 
the most common language that 
fuzzers need to support is ''XML/
Schema'' which is a method for 
describing valid XML files.

PCAP with PDML: Fuzzing tools can 
also use Packet Details Markup 
Language (PDML), a dissection of PCAP 
recordings, to create models directly 
from captured messages. PDML was 
originally designed to describe the 
structure of dissected packets.

Protocol models in Peach 
Fuzzing Framework
Peach is an open source fuzzing 
framework used for building 
fuzzing tools. Peach is available 
in http://peachfuzzer.com/ 

Peach uses an XML Schema 
augmented with BNF and 
ASN.1 functionalities.

AUGMENTED BACKUS-NAUR FORM 

ASN.1

XML/SCHEMA

PCAP WITH PDML
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In the world of application 
development, becoming a 
performance tester has long 
been regarded as a specialist 

career choice. The complexity 
of the mainstream performance 
test tools has meant that one 
pre-requisite for becoming a 
performance tester has been  
a high level of programming  
skills needed to write the testing 
scripts these tools require.  
Not for the faint hearted, 
becoming an expert tester has 
up until now involved extensive 
class and on the job training 
with their tool of choice before 
they can even start thinking 
about applying their brain power 
to the more important tasks of 
designing correct performance 
tests, analysing results and 
suggesting fixes. 

"When I grow up I  
want to be…. a 
performance tester" 
The performance tester has a 
crucial role in the development of 
any application that is important to 
an organisation. Ensuring that an 
application will eventually scale and 
respond quickly, even under peak  
user loads, is central to the satisfaction 
of the user base. Getting this wrong  
can have a significant impact on a 
business whether through productivity 
issues, in the case of core internal 
applications, or lost revenue and 
brand standing from badly performing 
ecommerce Websites. 

A few brands have suffered some 
high profile failures recently when site 
traffic levels rose beyond ‘normal’ 
and /or tested levels; the London 
2012 Olympic ticketing site, Amazon 
(Lady GaGa album discount), the 
Sunday Times (Social Media list) and 
Police.uk are all sites that have fallen 
over since the beginning of 2011. The 
varying levels of controversy, and 
media coverage, caused by these 
site crashes prove that end-users are 
growing increasingly dissatisfied when 
Websites fail to deliver on performance 
issues. So while performance testing 
might not be the most obvious career 
choice for school leavers, it is certainly 
a career that carries great responsibility 
and offers increasing opportunities 
as the need to give greater priority to 
optimising application performance 
continues to be driven by the market. 

Evolving skill-sets  
and mindsets
Typically, the best performance testers 
have been required to invest a lot of 
time and energy into developing their 
skills in using a particular testing tool. It 
can take a very long time to ‘learn’ the 
detail associated with traditional script 
based test tools, which still dominate 
the market, and to gain specialist 
experience in relevant scripting 
languages. Complex script based tools 
require testers to use their expertise to 

Ensuring that an 
application will 
eventually scale 
and respond 
quickly, even under 
peak user loads, 
is central to the 
satisfaction of the 
user base.  Getting 
this wrong can have 
a significant impact.
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Graham Parsons, CEO at Reflective Solutions considers  
the changing role and skill sets of a Performance Tester

Scriptless tools: 
focus on  
what matters
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Electronic Advertising 
 
In today’s technological society having an online presence is more 
critical for businesses than ever before. What this means is that 
marketing professionals are now including online advertising and 
promotion as part of the wider marketing mix because:

■ There is an active involvement between the seller and the purchaser
■ Advertising online helps achieve marketing objectives
■ Advertisers benefi t from unparalleled audience reach
■ Online advertising is easy to use, plan, and put in place
■ Advertisers can measure ROI at a click of a button
■ Promotion online is cost effective and suits all budget types

Headline Banner 
The 468 x 60 pixel banners appears across the top each page on 
www.testmagazine.co.uk offering prominent visibility.
Cost per month: £1,400 

Skyscraper 
The skyscraper advert offers presence in vertical format and is the 
largest ad on the site at 120 x 600 pixels
Cost per month: £1200 per month 

Button Adverts 
Button adverts can be an effective way of engaging the user.
The size per button is 125 x 125 pixels and the monthly costs are:
Position One:     £800
Position Two:     £660
Position Three:    £580
Position Four:     £500

Newsletter Sponsorship 
 
TEST Magazine distributes a monthly newsletter to over 12,000 readers 
to keep them up to date with the latest news, views, product 
launches, and opinions. Sponsorship of the newsletters is available 
and consists of:

■    1 x news story 
(up to 800 words) placed on TEST Online 
and included in the newsletter as the ‘featured story’ 

■  Company logo with link
■  50 word sponsors profi le box
Cost of sponsorship: £750 per month 

Solus Email Shot 
For those clients that are wishing to promote an event, a new product, 
a white paper, research, or indeed anything that’s pressing to them 
TEST Magazine offers the unique opportunity to send direct email blasts 
to our audience. Emails will be built using various templates and to 
clients specifi cations and sent accordingly.
Single email blast: £950 
2 or more email blasts: £690 per shot

Supplier Directory 
Consists of: 

■ Company name
■ Contact number
■ Contact name
■ Preferred email address
■ Up to a 350 word company profi le
■ Hyperlinked company logo
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Annual Cost: £990 for the fi rst category, 
£100 per additional category thereafter

Add On’s
To further enhance entries the following can be added:

■ PDF’s
■ Sales brochures
■ Photos
■ White papers
■ Case studies
■ Opinion pieces
■ Press releases

Annual Cost Per Add On: £100

Adding attachments are 
a cost effective way to 
maximise your presence.
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“I’ve enjoyed what I have seen so far with T.E.S.T. 
In such a fast moving industry it is good to have new 
and fresh approaches to testing security boundaries, 
I will be following T.E.S.T in the future.” 
Richard Brain – Technical Director, ProCheckUp

“I found T.E.S.T magazine very good for targeting 
the decision makers within the testing community” 

Rick Jonsson – Business Development Manager, TechExcel

“TEST magazine is not just about testing, it’s but 
also our community. Perfect for a Maverick Tester.”
Anne-Marie Charrett, Industry Guru
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